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Abstract: Existing histogram publishing technology based on differential privacy may show phenomenon of
"retracting" and "zero bucket" when histogram is used to reflect the real distribution characteristics of data,
and "too gentle" in the case of large data volume. In addition, the existing technology of the original histogram
difference of privacy protection when not considering the amount of information of each group is different. In
view of the above problems, a kind of non-equal-width histogram publishing method based on differential

privacy was proposed. First of all, a non-isometric histogram based on the sparseness of the data should be
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reasonably constructed by empirical distribution function. Secondly, differential privacy protection technology

should be applied to non-equal-width histogram to protect the privacy of the original non-equal-width histo-

gram. Finally, the privacy budget should be set for each group according to the class widths of the

non-equal-width histogram to improve the privacy of each group of data. The experimental results show that

the sparseness of the data distribution is fully taken into account when using the proposed method to perform

histogram publishing under differential privacy, effectively avoid the phenomenon of histogram with “retract-

ing” and “zero barrels”, and the accuracy of the published histogram for reflecting the characteristics of the

data distribution is guaranteed. Also, when adding noise in line with Laplace mechanism to each group, setting

a reasonable privacy budget for each group according to the class widths to some extent increases the privacy

of different data segments.
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Figure 1 The original histogram with the number of HIV distributed by age
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AND (HIV = “Yes’)
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